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Abstract: 
This paper presents an automatic face anti-spoofing biometric security system based on local texture analysis in the application of 

person identification. The actual presence of a real legitimate trait in contrast to a fake self-manufactured synthetic or 

reconstructed sample is a significant problem in biometric authentication, which requires the development of new and efficient 

protection measures. In various biometric applications, face recognition from facial images plays an important role. Here Gabor 

filters are used for getting the feature vectors  that performs better than other similar descriptors such as principal Component 

analysis and linear discriminant analysis. The feature extraction technique proposed in this article uses 2D Gabor filter banks and 

produces robust 3D face feature vectors. 
 

Keywords: RGB2HSV Conversion, Gray Level Co-occurance hog histogram oriented gradients cslbp central symmetric local 
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1. INTRODUCTION 
 

The identification of objects in an image probably start with 

image processing techniques such as noise removal, followed 

by (low-level) feature extraction to locate lines, regions and 

possibly areas with certain textures. The clever bit is to 

interpret collections of these shapes as single objects, e.g. cars 

on a road, boxes on a conveyor belt or cancerous cells on a 

microscope slide. 
 

1.1 Research Motivation 

Positive identification of individuals is a very basic societal 

requirement. In small tribes and villages, everyone knew and 

recognized everyone else. You could easily detect a stranger 

or identify a potential breach of security. In today's larger, 

more complex society, it isn't that simple. In fact, as more 

interactions take place electronically, it becomes even more 

important to have an electronic verification of a person's 

identity.The problem is, these forms of electronic 

identification aren't very secure, because they can be given 

away, taken away, or lost and motivated people have found 

ways to forge or circumvent these credentials. So, the ultimate 

form of electronic verification of a person's identity is 

biometrics; using a physical attribute of the person to make a 

positive identification. There are many robust biometric 

techniques like fingerprinting which can be used for human 

authentication then why go for face recognition? 
 

1.2 Project Objective 

The project presents an automatic face anti-spoofing biometric 

security system based on local texture analysis in the 

application of person identification. The actual presence of a 

real legitimate trait in contrast to a fake self-manufactured 

synthetic or reconstructed sample is a significant problem in 

biometric authentication, which requires the development of 

new and efficient protection measures.  
 

2. PROPOSED METHOD 
 

Multi features similarity score fusion based face recognition 

using, Central Symmetric local binary pattern and Multi Angle 

Gabor Face texture filter 

   
Figure.1. Block Diagram 
 

2.1 RGB2HSV conversion 

Color vision can be processed using RGB color space or HSV 

color space. RGB color space describes colors in terms of the 

amount of red, green, and blue present. HSV color space 

describes colors in terms of the Hue, Saturation, and Value. In 

situations where color description plays an integral role, the 

HSV color model is often preferred over the RGB model. The 

HSV model describes colors similarly to how the human eye 

tends to perceive color. RGB defines color in terms of a 

combination of primary colors, whereas, HSV describes color 

using more familiar comparisons such as color, vibrancy and 

brightness.  

 
Figure.2. RGB to HSV Conversion 
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2.2 CSLBP 

Central-Symmetric Local Binary Patterns (CS-LBP) were 

developed for interest region description. CS-LBP aims for 

smaller number of LBP labels to produce shorter histograms 

that are better suited to be used in region descriptors. Also, 

CS-LBP was designed to have higher stability in flat image 

regions. for each detected region, an invariant descriptor is 

built. In this paper, we focus on interest region description. 

 

  
Figure.3. diagram of CSLBP 

 

2.3 HOG: 

A good feature makes the classifier’s job as easy as possible: 

It removes what is irrelevant to classification, such as the 

colours of clothing, shadows, and whether the person wears a 

hat, but keeps all that distinguishes a person from something 

else. A perfect job at this task is of course wishful thinking. 

Instead, the design of the feature being described next starts 

from the following consideration by its authors: Local object 

appearance and shape can often be characterized rather well 

by the distribution of local intensity gradients or edge 

directions, even without precise knowledge of the 

corresponding gradient or edge positions. 

 

3. VIOLA JONES ALGORITHM: 

 

In Viola-Jones system a simple feature is used, with relation to 

the feature sets. Viola and Jones make note that the fact the 

choice of features instead of a statistical pixel based system is 

important due to the benefit of ad-hoc domain encoding. In the 

case of face detection this is particularly important. Features 

can be used to represent both the statistically close facial 

information and sparsely related background data in a sample 

image. In its simplest form the features can be thought of as 

pixel intensity set evaluations.  

 

3.1 Haar Cascade Algorithms: 

Let’s take face detection as an example. Initially, 

the algorithm needs a lot of positive images of faces and 

negative images without faces to train the classifier. Then we 

need to extract features from it. First step is to collect 

the Haar Features.  A  Haar  feature considers adjacent 

rectangular regions at a specific location in a detection 

window, sums up the pixel intensities in each region and 

calculates the difference between these sums.   

 
Figure.4. diagram of Haar cascade algorithm 

 

Integral Images are used to make this super-fast. But among 

all these features we calculated, most of them are irrelevant. 

For example, consider the image below. Top row shows two 

good features. The first feature selected seems to focus on the 

property that the region of the eyes is often darker than the 

region of the nose and cheeks. The second feature selected 

relies on the property that the eyes are darker than the bridge 

of the nose.  But the same windows applying on cheeks or any 

other place is irrelevant.    

 
Figure.5. diagram of edge feature application 
 

So how do we select the best features out of 160000+ 

features?                                 

This is accomplished using a concept called Adaboost which 

both selects the best features and trains the classifiers that use 

them. This algorithm constructs a “strong” classifier as a linear 

combination of weighted simple “weak” classifiers. The 

process is as follows. During the detection phase, a window of 

the target size is moved over the input image, and for each 

subsectionof the image and Haar features are calculated.  You 

can see this in action in the video below.  This difference is 

then compared to a learned threshold that separates non-

objects from objects.  Because each Haar feature is only a 

"weak classifier" (its detection quality is slightly better than 

random guessing) a large number of Haar features are 

necessary to describe an object with sufficient accuracy and 

are therefore organized into  cascade classifiers to form a 

strong classifier. 

 

4. RESULTS 
 

 
Figure.6. normal face detection output 

 

 
Figure.7. face detection with and without output 

http://ijesc.org/


International Journal of Engineering Science and Computing, April  2019        21362                                                             http://ijesc.org/ 

 
Figure.8. passport photo verification 

 

5. CONCLUSION 
 

Today, one of the fields that uses facial recognition the most is 

security. Facial recognition is very effective tools that can help 

law enforcers recognize criminals and software companies are 

leveraging the technology to help users access their 

technology. Another way that innovators are looking to 

implement facial recognition is within subways and other 

transportation outlets. They are looking to leverage this 

technology to use faces as credit cards to pay for your 

transportation fee. Instead of having to go to a booth to buy a 

ticket for a fare, the face recognition would take your face, run 

it through a system, and charge the account that you’ve 

previously created. This could potentially streamline the 

process and optimize the flow of traffic drastically. The future 

is here. 
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